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Abstract. In this paper, we investigate how existing theoretical contributions on
usable security can serve to guide the design of a specific system. We illustrate
how going through this theoretically informed, concrete design process, also
provides the basis for complementing existing theoretical contributions.

The system we have designed is a system taking advantage of pervasive com-
puting technology to offer hotel guests access to their personal, digital materials
while in a hotel room. The design is based on two ideas novel to usable secu-
rity, namely falsification and the singleton invariant..

1 Introduction

New infrastructures and interaction technologies potentially provide new means for
accessing and integrating personal, digital materials in everyday life. While on a busi-
ness trip, you may access your personal music, film and movie collection stored on a
home-server from anywhere in the world. This opens up for new opportunities, at the
same time as it raises a need for dealing with security in a way, which makes it feel
safe to exploit these new opportunities. We are particularly interested in investigating
new contexts and situations where secure access to personal, digital materials can
contribute to the growing experience economy (Pine and Gilmore [25]). At the same
time, we wish to explore such situations in order to contribute to the emerging area of
usable security.

Recently, there has been a growing activity in the area of usable security — or HCI-
SEC [7], and we take this as our starting point. In line with others, our starting point is
that systems need to be designed in a way which integrates qualities and that neither
usability nor security can successfully be designed in isolation or as an add-on ([26],
[21]). Different strategies for such integration have been presented. One of the key
ideas is to seamlessly integrate security and user goals and let user goals be what
drives the interaction and making the security state somehow visible to the user [26].
We take this approach as our starting point, but we also illustrate how it is sometimes
beneficial to make security aspects more visible. This idea is inspired by recent trends
in usability research, e.g. designing visible and remarkable computing [24].
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We also share the starting point of Grinter and Smetters [16] that “security cannot
be considered in the abstract, separate from a particular application and context of
use”. We have investigated how to design for secure access to personal digital materi-
als in a hotel room. This setting is chosen as it exemplifies how pervasive computing
can contribute new experiences in everyday life. Also, we find that the semi public
nature of a hotel room is an interesting site for exploring the nature of usable security
in everyday life. Inspired by Dourish et al. [13] we have learned from how people or-
ganize themselves around physical materials. We have used this as a basis for design-
ing a system which allows secure access to personal materials in a hotel room.

2  Designing for usable security in a hotel room

The existing literature on HCI-SEC has concentrated on two main areas: A) studies
of the usability of existing security systems (e.g. [2] [30]), and B) studies on how to
design systems with usable security (e.g. [9], [13], [26]). We have focused on the lat-
ter area as our interest is to design usable security systems, but they are of course in-
tertwined.

Based on [4,8,9,13,16,19,26,33,34] we identify the following overall principles for
designing for usable security:

e Design for a specific context
Establish coherence between “normal’” actions and security actions
Make security states visible
Implicit infer security actions from user actions
Use explicit security actions when users need to act in response to significant
security risks

As investigated in the following, we hypothesise that explicit security actions can
be used strategically to design for new engaging experiences, offering security as a
major part of the experience. In the following, we investigate how this can be realised
in a hotel room context.

Due to the private nature of life in hotel rooms, and therefore the challenges in
studying this, we have embarked on a number of resources in understanding how cos-
tumers behave. We have used cultural probes materials [15], and in particular the un-
traditional, but highly relevant empirical material collected by the artist Sophie Calles
[6]. Based on her observations and experiences as a maid during a three week stint at
a hotel in Vienna, she carefully documented and reflected on how people live in hotel
rooms. Further there is a potential in offering new experiences in a hotel room, ex-
ploiting pervasive computing technologies. In hotel rooms, people typically bring
some personal technologies, but the hotel may offer enhanced experiences if a secure
and easy transfer of personal media to other platforms, e.g. wide screen, high quality
sound systems etc. is possible

Dourish et al. [13], have illustrated how it is important to learn from how people
currently organize themselves in terms of physical arrangement of space and objects
in designing future interactive systems for the same context. We interpret the observa-
tions of Calles [6]onto a set of characteristics of life in a hotel room in the following
ways.
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- People creatively inhabit the room with personal materials they have brought
from home as well as new materials they acquire on the visit.

- Guests exercise different levels of control of access to the room, using avail-
able means, i.e. do not disturb sign on door and lock on suitcase

- A feeling of control over access to private situations and materials is crucial
to shaping a sense of home in a hotel room

Pervasive computing technology may potentially provide new means for “making
home” in a hotel room. In Calles’ examples, people brought physical photos and
placed them in the room in order to make home. Using available technology, it is pos-
sible for guests to access and organize themselves with all their personal digital mate-
rials while in a hotel room. But according to the above observations, we propose that
this is only an interesting opportunity, if the users, in an understandable way, are able
to delicately control the access to these materials.

Above, we identified a number of principles for designing for usable security. In-
terpreting these in the hotel context, we see how the principle of designing for visible
security states is important in this context too. E.g. the do not disturb sign is very visi-
ble both to the person placing it on the door and to the maid responding to it. In par-
ticular, also placing the sign on the door is a very explicit action, which is not some-
thing happening implicitly as part of a naturally occurring action. Thus this is
somewhat conflicting with the principle of designing implicit security actions. This
context suggests that explicit security actions must be designed for strategically, with
respect to the aspects that the user is most concerned with. In this case including: A)
controlling who enters and leave the room and when, and B) controlling access to pri-
vate materials in one’s presence and absence from the room. In the following we dis-
cuss how to design for B) when exploiting the possibilities for making home with
digital materials in a hotel room.

3 Designing for Usable security in a hotel room

The basic technical setup is that the user has a cell phone either containing or pro-
viding access to a variety of digital objects. Further we have a hotel, where each room
has a comptatible net-enabled entertainment system.

Based on the above requirements for establishing a sense of security we propose a
singleton invariant solution. The overall idea is that at any point in time, contents or
activity the user engages in, is only accessible from a single device, i.e. either from
the user’s cell phone or from the system in the hotel room. We call this the singleton-
invariant and it is directly inspired from the properties of physical objects which can
only be at one place at a time.

A customer/user in a hotel will experience the following sequence of actions: 1)
The customer checks into the hotel at night and his cell phone is associated to the ho-
tel room. 2) Upon entering the hotel room she can transfer objects from the cell phone
to the hotel room system. For instance the user might place photos on the walls and
open a conversation with her family at home for the purpose of, participate in saying
goodnight to her kids. 3) The next morning the user leaves the hotel room, goes to a
meeting and all personal objects are automatically transferred back to her cell phone.
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In the cab on the way to the meeting venue, she might continue last night’s conversa-
tion with the family at home. 4) When later that day she returns to the hotel room, the
room is again automatically setup as when she left it in the morning. 5) The next
morning she checks out from the hotel, and her cell phone is disassociated from the
hotel room system. We see that as specified by the singleton invariant, any digital ob-
ject is (logically) always either on the phone or on the hotel room system.

From a security point of view, the two primary weak spots are 1) trusting the hotel
and its personel, and 2) protecting your cell phone. The first is a necessary assump-
tion. Conversely it could be argued that if we trust the hotel and its personel fully,
there is also no need for a security solution. We address the middle road where we
may believe the hotel as an organization, but might not trust hotel personnel or others
who might enter the room when the guest is not there.

As for the cell phone, the immediate solution is of course the built-in authentica-
tion mechanism based on PIN-codes. But as shown by Dourish et al. [13] this mode of
access control on cell phones is rarely adopted by users; also the PIN only protects the
SIM-card, not all data on the phone. An alternative solution could be to use the physi-
cal fact that cell phones are typically in the immediate proximity of their owner. One
could for instance build a solution based on Bluetooth enabled watches® that when
paired to another device will provide a warning when this device is out-of-range.

As for usability, we believe that the above solution is indeed designed according to
the five guidelines identified above.

4 A sense of security?

A central topic in establishing a sense of security is how to convey the basic security
properties to the user, in particular the singleton-invariant. According to Dourish et al.
[13], this property must be highly visible and available for inspection and examina-
tion. The problem is of course, that in the above solution, when a guest leaves the
room, his private documents are automatically removed and when he re-enters they
are automatically displayed again. How can he know what is displayed in the hotel
room when he is outside the room? Is the light on when the refrigerator is closed?
Dourish et al. emphasize that security should not be transparent but that it should be
“highly visible — available for inspection and examination”. The point is that visibility
does not imply availability for inspection and examination, but that these exact prop-
erties may be of high importance in some cases.

It is a well-known and wide-spread scientific principle that any hypothesis must be
falsifiable, i.e. it must be possible to construct an experiment which potentially dis-
proves the hypothesis. Experiments which fail to falsify the hypothesis, increase your
trust in the hypothesis. We propose to use falsifiability as an instrument in realising
inspection and examination. Falsifiable security makes a non-visible security property
(i.e. a part of the security state which is not directly invisible, but not observed by the
user) visible through an explicit action of the user. A good everyday example is lock-
ing the door when you leave your home to go for work; it is reassuring to check that
the door is indeed locked.

3 Such as the Bluetooth Watch MBW-100 introduced recently by Sony Ericsson.
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In this light, the hotel solution presented above in section 4 is in fact too automatic
in inferring security actions from the user’s actions. Even though the inferred actions
are correct, they inhibit the user from attempting to falsify the hypothesis that the sin-
gleton-invariant actually works. One way to achieve falsifiability is to change the so-
lution so that objects are no longer automatically moved from the cell phone to the
hotel room system as the user enters. Instead we reserve some special command or
gesture for moving all objects back to the hotel room system. Note that we might in-
stead have disabled the automatic disengage or both. We do not disable both because
disabling one is sufficient and we aim for maximal implicitness and strategically cho-
sen explicit security actions. We choose to disable disengage rather than engage be-
cause security is more critical when the user leaves than when he re-enters.

When the user leaves the hotel room he can not only see that objects are moved
back to his cell phone, he may also physically go back into the room and verify that
all objects have been removed. In this way, falsifiability is ensured.

The change in the interaction is small and subtle, but we are convinced that using
the concept of falsifiability in this “strategic” manner can significantly increase the
user’s sense of security.

5 Conclusions and Future work

The hotel case illustrates in a concrete situation how security is not just a “necessary
evil” which needs to be dealt with in one way or another. On the contrary, using falsi-
fiable security, security can in fact become a visible, enabling factor; it can be a sig-
nificant part of the experience which is sold to people.

Realised in this way, it can give people true control over their most sensitive
documents. Our main contributions include falsifiable security as an extension of ex-
isting work on how to design systems that are secure and usable. Further we have
demonstrated how it is possible to work with these theoretical ideas in the practical
design of a system based on the singleton invariant principle. A minor contribution is
that our work emphasizes the fact that usable security for commercial applications is a
domain far wider than home banking and similar web-based solutions.

To further mature and test our theoretical and practical concept, we plan to imple-
ment aspects of the system in the future and to conduct an evaluation of this imple-
mentation. Future work also includes addressing the common scenario of multiple
guests in the same hotel room.

In the present work we have articulated how falsifiable security can be imple-
mented in a pervasive computing system, which has strong physical aspects, however,
falsifiable security can be further matured through investigating how this can be de-
signed for in contexts with less physical aspects, e.g. can it contribute to prevent
phishing.
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